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Abstract —Since the events of September 11, 2001, the vulnerability of nuclear power plants to terrorist
attacks has become a national concern. The results of vulnerability analysis are greatly influenced by the
computational approaches used. Standard approximations used in fault-tree analysis are not applicable
for attacks, where high component failure probabilities are expected; two methods that do work with high
failure probabilities are presented. Different blast modeling approaches can also affect the end results.
Modeling the structural details of facility buildings and the geometric layout of components within the
buildings is required to yield meaningful results.

I. INTRODUCTION on facility operation as well as the probability of an ac-
] ) o companying radiological release. The Visual Interactive
Reports in the popular news media have indicateijte Analysis CodgVISAC) developed at Oak Ridge
that nuclear power plants are prime targets for terrorisfjational LaboratorfORNL) does this using a geomet-
organizations. A likely avenue for such an attack is &jc model of the facility coupled to an evefiault-tree
bomb carried by car or truck, similar to the recent eventgnodel of plant systems to analyze the effects of blasts.
listed in Table |. Car bombs require less preparationThe eventfault-tree models associated with facility vul-
skill, or manpower than complex attacks such as those ferability calculations often involve unreliable systems
September 11, 2001. (systems with high component failure probabilities re-
The managements of nuclear power plants, as well agylting from an attack scenajid=or VISAC to analyze
otherinfrastructure targets, need to know the parts of thelf,ch situations accurately, ORNL had to develop some

facilities Where' a bomb eXplOSion could lead to faCIllty novel techniques for eva|uating ev¢fau|t trees associ-
shutdown—or in the worst case, core damggetential  ated with unreliable systems.

of release of hazardous materjal$hese areas need to
be identified so that they can be adequately protected.
To determine the areas where nuclear facilities are
vulnerable, a calculational tool is needed that can quickly Il. UNRELIABLE EVENT/FAULT-TREE
evaluate the effects of a bomb explosion in or around the CALCULATION
buildings of a facility and determine the probable impact

Event/fault-tree calculations have been used in the
*E-mail: peplowde@ornl.gov nuclear industry for a long time. Popular software tools
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72 PEPLOW et al.

TABLE |
Recent Terrorist Attacks Against American Targets Using Car-Bomb Technologies
TNT Equivalent
Date TargetLocation Delivery Material (Ib) Reference
April 1983 U.S. Embassy Van 2000 www.beirut-memorial.org
Beirut, Lebanon
October 1983| U.S. Marine Barracks Truck, TNT with gas 12000 www.usmc.mil
Beirut, Lebanon enhancement
February 1993 World Trade Center Van, urea nitrate, ang 2000 www.interpol.int
New York hydrogen gas
April 1995 Murrah Federal Building | Truck, ammonium 5000 U.S. Senate documents
Oklahoma City, nitrate fuel oil
Oklahoma
June 1996 Khobar Towers Tanker truck, plastic 20000 www.fbi.gov
Dhahran, Saudi Arabia| explosive
August 1998 | U.S. Embassy Truck, TNT, possibly] 1000 News reports, U.S. Senate documents
Nairobi, Kenya Semtex
August 1998 | U.S. Embassy Truck 1000 U.S. Senate documents
Dar es Salaam, Tanzania
October 2000| Destroyer USS Cole Small watercraft, 440 www.al-bab.com
Aden Harbor, Yemen possibly C-4 news.bbc.co.uk

used for eventfault-tree analysis typically rely on cut createl top-level fault-tree system gatésys through

set approaches. These programs take advantage of l@ys). Figure 2 shows an event tree consisting of three

failure probabilities to use several approximations thatop-level fault treessys, sys, andsys.

greatly speed up the calculations. The codes are de- Evaluation of each sequence in the event tree for
signed for reliable systems, such as a commercial pregadependent component failure probabilities would be

surized water reactor, which has an estimated core medfuite simple if no basic events were used more than once
frequency of~1.0 X 1075 to 2.0 X 10 %/yr under nor- inthe system of fault trees. Without these common events,
mal conditions. each fault tree could be calculated independently of the

Unlike typical nuclear power plant safety analysis,
the damage in a terrorist attack would be inflicted inten-
tionally, and the failure probabilities for many of the
basic components can be quite high or even unity. These
high failure probabilities tend to violate the assumptions
used in the formulation of typical cut set methods for Sys) SYys; 8YS3 Sys;
fault-tree analysis, causing them to give erroneous and
sometimes ridiculous answers. When large failure prob-
abilities are introduced into an eveffault-tree system,
it can become an unreliable system for which the current
analysis techniques were not designed.

This section will first review the methods used for
typical evenffault-tree analysis and the common approx-
imations, show how these approximations do not per-
form well for high failure probabilities, and then describe
two methods that do work well for high or low basic
event failure probabilities.

top-level systems

gates and subsystems

II.A. Brief Description of Typical

Fault-Tree Methods basic events

For this discussion, consider the simple eyéalt- Fig. 1. The essence of an evgfault-tree problem. Basic
tree system shown in Fig. 1. A setifindependent basic eventsN feed into a set of gates and subsystems, resultirig in
eventse, is used in a series of AND and OR gates totop-level gates that are used in an event tree.
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NUCLEAR POWER PLANT VULNERABILITY 73

[ initiating event |  sysl | sys2 | sys3 | | sequence] | path |
1 /sysl /sys2 /sys3
2 /sysl /sys2 sys3
3 /sysl sys2 /sys3
4 /sysl sys2 sys3
5 sys] /sys2 /sys3
6 sys]1 /sys2 sys3
7 sysl sys2 /sys3
8 sysl sys2 sys3

Fig. 2. A simple event tree made from three top-level gates.

others using a bottom-up approach. For independeritom the success o$ys, the failure ofsys, and the
events, the probability of an AND gate madekobasic  success o$ys is found by

events is found by simply multiplying the probability B

P(e), of each basic everg together: P(seg) = (1— F)F(1—F;3) . )

P(e,6,...6¢) = P(e))P(e,)...P(ex) . (1) Unfortunately, real systems usually have common
events. Fault trees cannot be evaluated independently if

For mutually exclusive events, the probability of an ANDthey share any basic components. At a branch in the

gate is zero. event tree, the failure rate of a systé&potentially de-
In general, the probabilities of an OR gate composegbends on the success or failure of all event-tree branches
of K basic events can be evaluated using evaluated prior t®ys.
Ple,+e+ .- +e) I.A.1. Brute Force Technique
_ < A brute force technique can be used to evaluate the
= gl Pled - k;—z P(es) event-tree probabilities by calculating the outcome of
B = every combination of basic eventsither failed or not-
+ o+ (—D)KVP(ge,...6) . (2a)  failed) weighted by the probability of occurrence of that

combination. For thé&\ basic events, there aré' possi-

If the events are independent and each is only used ondele combinations of failethot-failed events that need to
then Eq.(2a) reduces to be evaluated. This is a Bayesian approach because the
2N combinations form a mutually exclusive set, one of
which is certain to occur. The probability of each case
occurring is the product of the failure or nonfailure prob-
abilities for each of its basic events. The logic of the fault
For mutually exclusive events, E¢Ra) reduces to just trees and the event tree is then evaluated to determine
its first term. When the events are not mutually excluthe event-tree sequence resulting from that combination.
sive, but all have small failure probabilities, the first This method tends to be quick because the fault-tree
term in Eq.(2a) provides a reasonable upper bound. logic is evaluated using integer arithmetanly 1s and

The event tree sequences are easily found by multBs) instead of multiplying and adding fractional proba-
plying either system failure probabilitié¥sys) = F; or  bilities. This is the most straightforward way that an
system success probabilities-1F along each sequence. event-tree problem can be solved, but it quickly be-
For example, the probability of a sequence that resultsomes intractable as gets large. FoN = 30, there are

Pleg+e+ - +e)=1-[[1—-Pe)) . (2b)
k=1
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230 (more than 18) combinations that need to be The probability of the third sequence is then found
calculated. Even with modern computers, a brute forcas the probability of the union of all of its cut sets:
technique using every basic event is not feasible for real

problems. P(seq) =P(C; +Cy+ -+ + Cy) (59)

J J
I.A.2. Monte Carlo Solution = > P(C)— X P(GC)
i i<j=2
Instead of evaluating every possible combination of 3

the basic events, Monte Carlo methods can be used to + 3 P(GCC)

sample the problem and estimate the probabilities of each i<j<k=3

sequence in the event tree. Binary states of fdihed- 1)

failed are assigned to each basic event in accordance — -+ (=DYPP(CLC,...Cy) . (Bb)

with its failure probability, the fault trees are evaIuated,Th. elds 7 — 11t hich. similar to the af
and the path through the event tree is determined. Simj: 'S Y!€104S £ = 1 t€rms, which, similar to th€ atoremen-
lar to the brute force method, evaluations of the faulthoned brute force technique, is not practical for large

trees and event tree are fairly quick because they can gé(st%msi Hence, tsomte ?pprclmmatllons Lnlust be invoked
done with integer arithmetic. The drawback of Monte'" OTY€r 10 USE cul SelS 1o Solve real probiems.

Carlo for reliable systems is that very large numbers of SAPHIR;I%(RIef. 3, atl)very zoptular |c|>robabi|ist,tti;: risk
histories are required to get the uncertainty of the an@SSeSsment tool, can be made to solve effealt-tree

swers down to an acceptable level. For highly reliabld’roPlems usinlg Eqib)' The uhsercan Z%ecigy how nrf:any
systems, Monte Carlo is a horribly inefficient method toPaSSes to make, where each pass dddsubtractsthe

solve eventfault-tree problems because hardly any of”?l)l(t)summat'ont;[ermdst{lr?wn mt E(Jlbb). Tge flrgt R]ass t
the histories lead to a failure sequence in the event tred’!"' P€ an Ltj)pperd our:j » the ne>|<: a :)wgr Iounbi e n(tar):
Though not exact, Monte Carlo does offer the ability to@" UPPEr bound, and so on. For typical problems, the

calculate an uncertainty with each answer, as opposed 5rMs get small quite quickly, and the calculated proba-

methods that onlv give an upper or lower bound to th llity of a sequence converges very quickly. For unreli-
real ansSwer. Y9 PP able systems, the upper and lower bounds found by the

first few passes can be very far from the true answer,
requiring many more passes for convergence. Calculat-
II.LA.3. Minimal Cut Set Analysis ing all J passes will give the exact answer.
Another common approximation used in forming the
The usual approach for general event-ffeelt-tree  collection of cut sets is not to include those systems that
problems is to recast the problem into a set of combinahaye not failed. For example, sequence 3 in Fig. 2 could
tions of basic events that will cause systems to fail ohe approximated by forming the cut sets for only the
sequences in an event tree to be followed. For any givefa”ure of syS instead of the combination dgys_sysz/
fault tree or for a certain sequence in an event tree, th§y%' which would have many more cut setsote that
minimal cut sets can be found by a variety of techniqies.the / is used for thenot operation. For reliable systems,
For example, suppose there afeombinations of  this approximation works well, which is the case for the

basic events that will cause sequence 3 in the Fig. gajority of safety systems at nuclear installations.
event tree to be followed. These minimal cut sets are

Cy, Cs,...,Cy, where eacl; represents a combination of Il.A.4. Rare Events Approximations
basic eventg.Minimal means that the cut sets have been
simplified by Boolean algebra so that they contain no In typical problems, the failure probabilities of the
redundant events and no cut set is a subset of anpthebasic components are small enough that the overlap cor-
The probability of a cut set is found by computing therection terms in Eq(5b) are very small. The evaluation
product of each basic event probability in the cut set. Foof the probability for a union of cut sets can then be
example, if cut set 16 is the combination of events 3, 7approximated by just the first term of the summation:
and 12 all failing, the probability of the cut set is simply
found (assuming independent evenks P(Ci+Cot - +Cy) = P(Cy) + P(Cr)
P(Ci6) = P(€3€7€12) - PG ©
For highly reliable systems, this works fine because the
= P(e;)P(e;)P(er2) - (4)  multiplication of two or more small events is very small.
Each fault tree is computed independently from the oth-
The probabilities of the cut sets can be combined exactlgrs and combined in the event tree. Any success proba-
using a binomial expansion and eliminating redundanbilities in an event-tree sequence are often approximated
cies from each term. simply as unity instead of using-1 F;.
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NUCLEAR POWER PLANT VULNERABILITY 75

[ILA.5. Minimal Cut-Set Upper Bound

[initiating event | ecs [ ees | [ sequence| [ path ]

The rare-events approximation tends to overesti-

mate the failure probability of each sequence in the event 1 Jecs
tree. A better approximation is to use a sequence-baset¢———

method of minimal cut sets. Here, each tree and each A 2 ecs /ecs
sequence in the event tree are reduced to their minimal

cut sets, and the probability for each sequence is given I 3 ecs ces

by the probability for the union of all its cut se® with
1=j=J Hence,

P(seq) = P(C, +C, +

Fig. 3. The SAPHIRE example problem event tree using
two top-level system gates.

e+ Gy ()

which can be bounded for most evéfault-tree systems ' N
by assuming each cut sétis independent of the others. are shown in Table Il. For each case, the probability of
In this case, Eq(5b) reduces to each sequence in the event tree is calculated using the

followi thods:
P(seq) = 1— (1— P(Cy)) ollowing methods
1. brute force, the sum of!2 (131 072 combina-
X (1=P(Cp)---(1=P(Cy)) . tions of basic events failed or not failed
cut-set rare events approximation, witdt terms
included, Eq.(6)
3. minimal cut-set upper bound, witiot terms in-
cluded, Eq(8)

4. cut-set exact method, E¢(pb), for the first few
passes.

€S

An even better upper bound can be formed if any of the 2.
basic events appear in every cut set by using

P(seq) =P(C)|1— [ (1= P(C)/P(Cc) | , (9

i=1

whereC. is the set of any events common to every cut
set* The minimal cut-set methodology forms the basis ]
of most of the fault-tree analysis softwdre. For the first sequence, there are only two cut sets:

There are still further techniques that can be used,
but most are still approximatiorfsOne thing the reader
should remember from this section is that only the brute
force and the cut-set analysis with all terms included are
exact, but they both require far too many calculations to
implement for large systems.

/ecs= /epumpa/emova/ecva/tank/dga/emovl
+ /tank/dga/ecvb/emovl/emovb/dgb

/epumpb . 12

II.LA.6. Example Problem TABLE 1l

The Failure Probabilities Used for Each Case
of the SAPHIRE Example Problem

To demonstrate the aforementioned methods and
how they break down for unreliable systems, consider
the following example problem distributed with the

SAPHIRE code system. It consists of two top-level gates Basic Event Case A Case B Case (
forming three sequences using 17 basic events. The evegnt
tree is shown in Fig. 3. The two top-level gates are ex} ana'l‘ 8-8(2)00001 8-2000001 OOZ-OOOOL
pressed in terms of the basic events: dgb 0.02 0.9 0.2
ccs= tank+ cmov1+ dgb cmovl 0.001 0.01 0.1
emovl 0.001 0.01 0.1
+ (ccva+ cmova+ cpumpat dga ceva 0.0001 0.001 0.01
X (ccvb+ cmovb+ mpb+ 1 cmova 0.005 0.05 0.5
(cevb+ cmovb+ cpumpbrt- dgb) (10 cpumpa 0.003 0.03 0.3
and ccvb 0.0001 0.001 0.01
_ cmovb 0.005 0.05 0.5
ecs= tank+ emovl1+ dga cpumpb 0.003 0.03 03
+ (ecva+ emovat epumpat dga) ecva 0.0001 0.001 0.01
emova 0.005 0.05 0.5
X (ecvb+ emovb+ epumpb+dgb . (11 epumpa 0.003 0.03 0.3
. . 1 ecvb 0.0001 0.001 0.01
Three cases are used with different degrees of fail- en:/ovb 0.005 0.05 0.5
ure probabilities, going from a very reliable system to ar epumpb 0.003 0.03 0.3
unreliable system. The failure probabilities for each case
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76 PEPLOW et al.

For the second sequence there are 21 cut sets:

ecs/ccs= ecva emovlycmovl/tank/ccvb/cmovb/cpumpb/dgb+ ecva epumplicmovl/tank/ccvb
/cmovb/cpumpb/dgb+ epumpa emovliicmovl/tank /dga/cmova/ccva/cpumpa/dgb
+ epumpa epumpjcmovl/tank/ccvb/cmovb/cpumpb/dgb + emova ecvlycmovl/tank
/ccvb /ecmovb/cpumpb/dgb+ emova emoviycmovl/tank /ccvb /cmovb/cpumpb/dgb
+ emova emovhcmovl/tank/dga/cmova/ccva/cpumpa/dgb + ecva ecvlycmovl/tank
/cecvb /ecmovb/cpumpb/dgb + emova epumpldcmovl/tank/ccvb /cmovb/cpumpb/dgb
+ ecva ecvlycmovl/tank/dga/cmova/ccva/cpumpa/dgb + emovl/cmovl/tank /ccvb
/cmovb/cpumpb/dgb + epumpa epumpjpcmovl/tank /dga/cmova/ccva/cpumpa/dgb
+ epumpa ecviicmovl/tank /ccvb /cmovb/cpumpb/dgb+ ecva emovlh'cmovl/tank /dga
/cmova/ccva/cpumpa/dgb + ecva epumplicmovl/tank /dga/cmova/ccva/cpumpa/dgb
+ emova ecvlycmovl/tank/dga/cmova/ccva/cpumpa/dgb + emovl/cmovl/tank /dga
/cmova/ccva/cpumpa/dgb+ epumpa emoviicmovl/tank /ccvb /cmovb/cpumpb/dgb
+ emova epumplscmovl/tank /dga/cmova/ccva/cpumpa/dgb + epumpa ecviicmovl
/tank/dga/cmova/ccva/cpumpa/dgb+ dga/cmovl/tank/ccvb/cmovb/cpumpb/dgh . (13)

For the third sequendecs ccg there are 110 cut sets of
up to four basic events each. To compute this exactlynethod, and the exact answer converges to six decimal
110 passes of Eq5b), evaluating 210 (1.298x 10°3)  places with only three passes.

terms, would be necessary. This is quite a bit more than For Case B shown in Table IV, the minimal cut-set
the 27 evaluations of the whole system required by theupper bound is only off a bit compared to the brute force
brute force method. For typical problems in nuclear acanswer, but the second and third sequences require a few
cident analysis, only a few passes of Efb) are re- more passes to converge.

quired to obtain reasonable results. For Case C shown in Table V, the sum of the mini-

The results for each case are shown in Tables IIl, IVmal cut-set upper bound for the three sequences is 1.36,
and V. All of the aforementioned methods were calcu-<clearly indicating a poor approximation. Even after 5.5 h
lated using specific-purpose routines written in Java. Thejo complete six passes, the second and third sequences
were all run on the same machine, a 2-GHz Pentium IVare nowhere close to being converged.

For the reliable system, Case A shown in Table llI,
the cut-set methods do quite well. For the first sequence,
the upper bound does well, and the exact answer is found
in two passes because there are only two cut sets. The Obviously, the only way to improve the cut-set meth-
other sequences also compare well to the brute forcedology is to include some of the terms in Eb) that

[1.B. Methods for Unreliable Systems

TABLE Il
Results of the SAPHIRE Example Problem, Case A
Cut-Set Methods
Minimal Cut Equation(5b)
Rare Upper
Exact Events Bound Pass 1 Pass 2 Pass 3 Pass 4
Seql 0.978799 1.922789 0.998604 1.9227849 0.9787199 0.978[799 0.978799
Seq 2 0.020444 0.021471 0.021430 0.021471 0.020443 0.020444 0.020444
Seq 3 0.000757 0.000765 0.000765 0.000785 0.000757 0.000}57 0.000757
Time? 0.03 0.06 1.34 41.5

@Measured in seconds.
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TABLE IV
Results of the SAPHIRE Example Problem, Case B
Cut-Set Methods
Minimal Cut Equation(5b)
Rare Upper
Exact Events Bound Pass 1 Pass 2 Pass 3 Pass 4

Seq 1 0.775422 1.312375 0.887109 1.31237%5 0.775422 0.775422 0.77%422

Seq 2 0.156047 0.167554 0.164225 0.1675534 0.155467 0.156R74 0.15%991

Seq 3 0.068531 0.076675 0.074701 0.076675 0.067969 0.068566 0.068527

Time2 0.03 0.06 1.36 41.5

aMeasured in seconds.
TABLE V
Results of the SAPHIRE Example Problem, Case C
Cut-Set Methods
Minimal Cut Equation(5b)
Rare Upper
Exact Events Bound Pass 1 Pass 2 Pass|3 Pasq 4 Pags 5 Pass 6

Seq 1l 0.379904 0.449060 0.399268 0.44P0 0.3799  0.3[799 0.3799 0/3799 0.3799
Seq 2 0.209737[ 0.389429 0.327886 0.38p4 0.0812  0.31198 0.1162 02813 0.1648
Seq 3 0.410358[ 0.975697 0.631936 0.9767-0.4369 2.0129| —3.0632 8.4509| —18.425
Time2 0.03 0.06 1.38 41.2 1013 19712

8Measured in seconds.

were left out by the various approximation methods. The top-level systems
more terms that are included, the better will be the ap-
proximation. The difficulty is that the number of terms

needed for a given precision is problem-specific and can-
not be predicted. One would have to keep adding terms
until the answer stabilized to that given precision. For

unreliable systems, higher-order terms can still be sig-
nificant so that a large number of terms are required to
obtain precise results. To solve large unreliable systems,
two methods that do not rely on cut sets are presented.

DA Sys3 Syss

gates and subsystems

11.B.1. Brute Force Methods Revisited

M Cm+l

Returning to the brute force method but looking at it
a bit closer, one will recognize that calculating every

possible combination of the basic events is a waste of basic events

Sysy

N

time because only the common events are causing the Fig. 4. A closer look at an eveffault-tree problem. Ba-
difficulty in the problem. Looking at a typical system of sic eventsN feed into a set of gates and subsystems, but only

fault trees in more detailFig. 4) reveals that of thdN M of them are common events.
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basic events, onli¥ of them are common events, while trials necessary for adequate precision depends on the
the otheN-M are each only used once. magnitude of the event-tree sequence probabilities we
To calculate the entire system, one really has to gevant to estimatébut not on the details or level of com-
through only 2! combinations of the common events. plexity in the eventfault tree$. Similar to the brute force
With each combination of common events, the rest ofechniques, we can use Monte Carlo on every basic event,
the fault-tree system can be calculated using the rules @ only the common events, or in a sequence-based
AND and OR gates to propagate the numbers throughpproach.
and obtain sequence probabilities of the event tree. These The easiest way to program a simulation is to use the
are then weighted by the probability of that combinationprobability of each basic event to determine a failed or
of common events occurring. Every combination isnot-failed state for that event. With every event assigned
summed up, and the exact answer is obtained, no mattarfailure probability of 1 or 0, the fault trees can easily be
if the failure probabilities are low or high. The drawback evaluated, and exactly one sequence in the event tree
to this method is that for real system$! 2ombinations will be taken. Calculations of the fault trees and event
of basic events, while it may be significantly less thantree are quick because they can be done with integer
2N, are often still too large. arithmetic. The probabilitp of any sequence in the event
The number of common basic events can be reducedee is found to be the number of trialgesulting in that
if one looks at only one sequence at a time. For a typicadequence divided by the total number of tridldn these
event tree, not every top-level gate is used in the sezalculations, it is assumed that all of the basic event
quence. For any given sequence using a few top-levgrobabilities are statistically independent d#ds rela-
fault trees, onlyN* basic events are usédith N* =< N), tively large. It is also assumed that the normal approxi-
and onlyM* (M* = M) of them are common events mation to the binomial distribution is valid, which requires
(common to this set of top-level fault tree©nly 2°  thatpis not very close to 0 or 1 and enough Monte Carlo
combinations need to be added to obtain the final answeirials are conducted so that bathandn(1— p) are>10
One more thing can be done to further reduce théRef. 7).
number of common basic events in a sequence—the re- In an analog Monte Carlo game, one can show that
moval of events with probabilities of exactly 0 or 1. for an outcome of estimated probabilip/= n/H, the
These events can be considered house ev@visnts uncertainty in that estimatéo) is’
that are set failed or not failed before the analysisd
do not need to be considered two ways in the weighted 1-pp
sum. If there areH events that have a probability of o= H :
either 0 or 1, then only @ ") combinations need to be
added togethefNote that if basic events with 0 or 1 for For a given uncertainty (something like 0.0f, one
failure probabilities are removed before generating cucould find the total number of histories required to achieve
sets, the problem size there is greatly reduced glso. that uncertainty to be
For the aforementioned SAPHIRE example prob-
lem, there are only three common events in the entire H= (1-pp (15)
problem. Computing only one sequence at a time, the o2 '
first sequence has only one common event, dga. The _
other sequences have three common events: tank, ddz0r example, after only a thousand Monte Carlo trials,
and dgb. The computational results are identical to théhe probability of some sequence was 0.412 with an un-
brute force results but are calculated in a time<dfs. ~ certainty(1o) of 0.015. If we wish to reduce the uncer-
For vulnerability problems, the sequence-based brutiinty to 0.005, we would need a total of 9690 histories,
force methodand removing house eventworks very ~Or 8690 more. -
well. The blast problem used later in this paper contains I @ sequence probabilitp is close enough to 0 or
156 basic events, about half of which are common eventd. thatnp < 10 orn(1 — p) < 10, the normal approx-
Rarely, in any of the thousands of calculations shown idmation to the binomial distribution ceases to be valid.

the following sections, didM* — H ever exceed 15. If Equation(14) then underestimates the uncertaintypin
the number of eventM* — H does become too large, Under these conditions, the binomial distribution is best

(14)

then a Monte Carlo technique is used. approximated by a Poisson distribution, and the uncer-
tainty in p can be approximately bounded usingya
II.B.2. Monte Carlo Solutions Revisited techniqué’. However, this situation seldom occurs in fa-

cility vulnerability analysis.

Recall that the main drawback of using Monte Carlo  In our problems, sequence probabilities generally
was the inordinate number of histories required to obtaimanged from a few percent to almost 50%, and it was
answers with reasonable uncertainties. However, thitund that 5000 histories gave-Lincertainties 0&0.01
problem arises for reliable systems, not the unreliabléen ~1 s. Given all other uncertainties involved in
systems that we are concerned with here. The number afiodeling a terrorist attack, this level of precision was
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considered adequate for our needs and for typical usetbe overhead time associated with loading the problem
of the software we developed to analyze such scenariodata, the actual speedups are not that large. Results for
A variation on the aforementioned standard Montethe three cases of the SAPHIRE example problem are
Carlo method is to pick failethot-failed states only for shown in Tables VI, VII, and VIII.
the common events. Here also, house events can be re- For the brute force methods, the computation time
moved from the list of common events, reducing thedoes not depend on the failure probability values of the
number even further. These values can be combined withasic events. For each case, the brute force method using
the normal failure probabilities of the other events, and gust the three common components calculated the same
probability can be found for each sequence in the evergnswer as the standard brute force method but more than
tree. This has two advantages over Monte Carlo wittBOO times more quickly.
every basic event. First, not as many events will be cho- To demonstrate the Monte Carlo techniques, the pro-
sen as random variables, making things a bit quickegram was told to treat all 17 basic events as common
The second advantage is that with every history, eachomponents. Two calculations were run for each case of
sequence of the event tree gets some score, resulting intee SAPHIRE example problem, and these results are
lower variance for the same number of histories. also shown in Tables VI, VII, and VIII. The first case
requested that the maximum uncertairigrrmax for
each sequence be0.01. The minimum number of trials
for any of the calculations was set to 1000, and the actual
The same SAPHIRE example problem can be usedumber of trials used was determined by the uncertain-
to demonstrate the methods for unreliable systems. Usirties of the results as the calculations progressed. These
a brute force method but recognizing that only 3 of thecases all ran with times slightly smaller than the two-
17 basic events are common events should reduce tipass cut-set methods. The results match the exact an-
calculation time by a factor of-217/23 Of course, with  swers fairly well, given that the requested uncertainty

11.B.3. Example Problem

TABLE VI
Results of the SAPHIRE Example Problem, Case A

Brute Force Method Monte Carlo Method
Errmax 0.01 0.001
Commons 17 3 Histories 1000 19800
Seql 0.978799 0.978799 0.98300.0041 0.9798t 0.0100
Seq 2 0.020444 0.020444 0.01700.0041 0.019%7 0.0100
Seq 3 0.000757 0.000757 000.0 0.0004+ 0.0001
Time? 2.3 0.0063 0.22 0.33
8Measured in seconds.
TABLE VII
Results of the SAPHIRE Example Problem, Case B
Brute Force Method Monte Carlo Method
Errmax 0.01 0.001
Commons 17 3 Histories 1800 185000
Seql 0.775422 0.775422 0.77440.0098 0.7750t 0.0010
Seq 2 0.156047 0.156047 0.16370.0086 0.157G: 0.0009
Seq 3 0.068531 0.068531 0.0639.0057 0.068G: 0.0006
Time? 2.2 0.0062 0.036 3.5
aMeasured in seconds.
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TABLE VI
Results of the SAPHIRE Example Problem, Case C
Brute Force Method Monte Carlo Method

Errmax 0.01 0.001

Commons 17 3 Histories 2500 24500
Seq 1l 0.379904 0.379904 0.36960.0096 0.380Gt 0.0010
Seq 2 0.209737 0.209737 0.20240.0080 0.209Z 0.0008
Seq 3 0.410358 0.410358 0.42800.0099 0.4103t 0.0010

Time2 2.2 0.0063 0.048 4.5

aMeasured in seconds.

was only 0.01. Note that no uncertainty estimate can bdate back to empirical test data on weapons effects that
found for the values given by the cut-set methods. were generated by the National Defense Research Com-
The second Monte Carlo calculation used a maximittee (NDRC) during World War 1l (Ref. 10. Curve
mum uncertainty of 0.001, ten times as small as the firsfits to the NDRC test dat@which is now declassified
calculation, which should require 4@mes as many his- are available for concrete wall breach probability, blast
tories and ten times as much time. This is shown to beverpressure as a function of scaled distance from an
true, except for the least severe damage case, where taeplosion, and expected overpressure enhancement due
minimum number of histories was used. to reflective surfaces surrounding the charge. For exam-
ple, the peak overpressupeof a blast in air as a function
of charge weightv and distance from the blastcan be
IIl. BLAST MODELING found to follow the approximate rule:

P = 1307.3r/wY3)~22715 (16)
In addition to the ability to evaluate unreliable evént where the charge weight is in pounds of TNT equivalent,

fault-tree systems accurately, VISAC must be able Qe standoff distance is in feet, and the pressure is in

gﬁltfg;?gr?]lag:‘gr?{:a_?ﬁetr% ;?giﬁéecsg]ﬁéugzs arr:)oégl]a unds per square inch. This overpressure will breach a
P - pp concrete wall of thickness(in feed if

for numerical modeling of blast effects: One method in-
volves hydrocodes such as CTH and DYNA-3D, which wl/3
are based_ on first-principle solutions for the conserva- t= 5.56(r/w3) + 2.1
tion equations of mass, momentum, and energy in the
shock-wave interactions, combined with sophisticatedReducing the NDRC data to manageable formulas like
equations of state for the materials involved. While hy-these is made possible by relying on Hopkinson or cube
drocode calculations are excellent for looking at the deroot scaling* to correlate the blast phenomena in terms
tails of specific shock-wave behavior, the computer rurof a small number of normalized parameters.
times required are too long to use them for calculations Once VISAC has applied the NDRC correlations to
involving large numbers of components or structuresdetermine which concrete walls are breached by a blast
The alternative approach makes use of empirical correand how the shock overpressure is propagated through
lations based on experimental test data to represent blaat spaces exposed to the explosion, it is necessary to
effects on components and structures, as done in thealculate kill probabilities for the critical components.
EVA-3D (Ref. 8 and MEVA(REef. 9 family of weapons- These component failure probabilities then serve as in-
effects codes. The second approach is the blast modelipyit for the eventfault-tree models that assess overall
methodology selected for incorporation into VISAC. facility kill probability and the potential for a radiologi-
Using correlations allows VISAC to analyze overall nu-cal release from the facility. Thus, each critical compo-
clear plant vulnerability in a fast-running code withoutnentin the VISAC facility model must have an associated
trying to reduce the analysis to first principles. fragility function expressed in terms of blast overpressure.
The blast assessment algorithms programmed into  An overpressure fragility function consists of a plot
VISAC by ORNL were adapted from correlations thatshowing the component kill probability versus the peak
have been used for several years in the EVA(BRf. 8  overpressure experienced by the component, as seen in
and MEVA (Ref. 9 codes. These correlations actuallythe example function given by Fig. 5. Typically, fragility

17)
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Fig. 5. Example showing the general form for a component fragility function in terms of the blast peak overpressure.

functions are defined by specifying a minimum overpreshent’s overpressure fragility function and the calculated
sureP,,,, below which the component kill probability is peak overpressure at the component’s location.

zero and a maximum overpressifig;,, above which it Lists of the broken walls and damaged components
is unity. The fragility function for a component is then are maintained. If a component is struck by more than
interpolated betweeR,,, andPygn Uusing either a linear one ray, the total failure probability for that component

approximation or a logarithmic fit of the form is calculated as the independent union of the kill proba-
bilities for each path by which an overpressure is prop-
Puin = 109(P/Piow)/109(Phigh/Piow) (18)  agated to the component.

The user sets only the number of rays in the horizon-
so that any component exposed to an overpresBure ta| plane. A similar spacing is then used to generate ob-

betweerPo,, andPign is assigned a fractional kill prob- |ique rays outside the horizontal plane. The more rays
ability between 0 and 1. Estimates of overpressure fraghat are thrown, the more accurate the calculation will
gilities for various categories of equipment can be founghe, The time of calculation is proportional to the total
in Refs. 8, 12, and 13. These sources were used to dgumber of rays cast. For larger blasts in these extensive
Velop the fragllltyfunCtlonS for blast mOdehng in VISAC. mode|S, many rays may need to be thrown to ensure
accurate results, because blast effects will propagate out
[II.A. Blast Modeling in VISAC to a considerable distance from the charge where the
rays will be more diffuse.
I1LA.1. Uniform Ray Tracing

] ] I11LA.2. Direct Ray Tracing
Uniform ray-tracing mode sends out rays evenly

spaced in three dimensions from the blast location. Each Direct ray-tracing mode sends out rays in the hori-
ray is followed from the blast outward. If the ray inter- zontal plane, one ray vertically up and one ray vertically
sects a concrete region, either the concrete is broken adwn, and a ray aimed at the centroid of the bounding
a hole installed or the ray stopmsufficient energy to box for each critical component. Once the ray directions
penetratg as determined by the thickness of the wall,are chosen, everything else proceeds like the uniform
the distance from the blast location, and the power of theay tracing. For determining component failure, the dis-
blast. If the ray intersects a critical component, a fractance between the blast and the first intersection of the
tional kill probability is assigned based on the compo-ay with the component is used. With small components

NUCLEAR SCIENCE AND ENGINEERING VOL. 146 JAN. 2004



82 PEPLOW et al.

and large blasts, this mode may miss fewer components TABLE IX
than uniform ray tracing, getting better results in 1€ss  gyerpressure Fragility Data for the Critical Components
time. Damaged in the Example Problems
[1.A.3. Continuous Air Regions Piow | Phigh
Component (psi) | (psi)
Occasionally, a region of thick concrete between the I
blast location and a critical component will prevent the ﬂggi ﬂggg gﬂ:i j-; 18
aforemer_moned a!gorlthm.s from re_cordmg a cr|t|c_al cCoM{ A7 Accumulator 1a 12 12
ponent kill, even if there is a continuous air region that o1 Accumulator 1b 12 | 14
would hqve propa_gated.the rgal blast wave. For t_hls reaAH1B Atmospheric dump valve header Ilb  § 1
son, a third mode is available in VISAC—the continuoug AV1B1 Atmospheric dump valve 1b1 6| 10
air region mode, similar in concept to the EVA-3D | AV1B2 Atmospheric dump valve 1b2 6| 10
methodology. AV1B3 Atmospheric dump valve 1b3 6| 10
The user selects the number of rays to be cast out inggmgplA (C:C(’)rr‘fj‘zrr';‘;rte pump 1a 71',’ i(
the horlzontal dlrectlon, and a similar spacing is used 19 S onpp1B| Condensate pump 1b 17 1d
generate oblique rays in three-space. These rays are folexciT Exciter 5 | 20
lowed, but only a list of broken walls and holes in walls| GEN Generator 5| 20
is maintained. The rays do not directly Kill critical com- | HPT High-pressure turbine 755 20
ponents. Once all of the holes in walls have been madeLPT1 Low-pressure turbine 1 75 20
a list is made of air regions that are continuous with the -PT2 Low-pressure turbine 2 p 20
MAT Main auxiliary transformer 48 10

air region containing the blast location. Each critical comy \ieni 4 | \oisture separator and reheater fla 3
ponent is then checked to see if it exists in a region of aif \isr18 Moisture separator and reheater flb |3 75
that is listed as connected to the blast. A probability of MSrR2A | Moisture separator and reheater pa 3

component failure is assigned as in the other damagevisr2B Moisture separator and reheater pb (3

propagation modes, using the distance between the blgtT1A Main transformer 1a 45 10
location and the component’s bounding box centroid fof MT1B Main transformer 1b 4% 10
the range. As currently implemented, the probability of MT1C Main transformer 1¢ 4% 10
wall breakage is not factored into the final component - Pressurizer 12) 14

; RAT Reserve auxiliary transformer 4|5 10
failure. _ _ RCSP1A | Primary coolant pump la 12 14
Since the distance to the centroid of the componentrRcsP1B | Primary coolant pump 1b 14 16

is used instead of throwing another ray to determine theSG1A Steam generator la 12 14
closest distance from the blast to a point on the compg-SG1B Steam generator 1b 12 14
nent, some small differences in the component kill prob ?APTTRN TSe?tEii;?ytZiunxsilfgrr;?rransformer 44_5 1%)0
abilities will be seen with this mode of calculation. TEXH1 Turbine exhaust line 1 A 9
TEXH2 Turbine exhaust line 2 6 9

I11.B. Example Facility \% Reactor vessel 12| 14

The facility used in the following blast examplesis a
generic two-loop pressurized water readtBWR) (that
does not represent any real facilitfrive buildings are
modeled: the containment building, the auxiliary build-resents the state where the facility is no longer able to
ing, the turbine building, the transformer building, andoperate and produce electricity. Core damage represents
the screenhoudevhich takes in water from a lakeThese the state where cooling of the core has been interrupted
five buildings require 695 geometric solidsones, cyl- sufficiently to cause fuel damage and the potential for a
inders, spheres, rectangular parallelepipeds),atom- radiological release. At this time, the progress of severe
bined to form 482 physical regions, each made ofccidents and the various containment mechanisms that
concrete, steel, air, or soil. Of these physical regionsprevent releases from the core to the environment are not
167 are critical component regions that do not have aodeled.
specified material because their damage is defined by

their overpressure fragilities, some of which are shown I1.B.1. Example 1
in Table IX. The critical component regions are mapped
into 156 basic events in the evefault-tree model. As an example, consider a 100-lIb charge of TNT

Twenty-two top-level fault trees and 113 intermediatelocated in the containment building of a generic two-

gates are defined using the basic events. Six event trebmop PWR(that does not represent any real facilitfhe

are used to determine the probability of two ultimateblast location is shown in Fig. 6. The damage caused by
outcomes: facility kill and core damage. Facility kill rep- the blast was calculated in VISAC by each of the three
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Fig. 6. Location of the 100-Ib TNT chardat the intersections of the dashed lipgsside the containment building.

modes using different numbers of cast raggcept for air region mode were the same independent of the num-
the direct mode, where the number of rays is equal to theer of rays thrown.
number of components, 167The results appear in This example was chosen to highlight the dif-
Table X. ferences in the three algorithms. In most of the cases
Each calculation took only a few seconds to finish.encountered in this project, the differences between al-
The results are fairly similar, except for the primary cool-gorithms were small. In nearly all of the cases, the final
ant pump 1gdRCSP1A. This pump is located such that determination of core damage and facility kill were al-
the blast pressure on the component’s surface varies fromost the same with all three algorithms.
just above the minimum overpressure to slightly above
its maximum overpressure. In the uniform ray-tracing 111.B.2. Example 2
mode with only 6 or 12 rays, the pump is not hit by a ray.
With 48 rays, the pump is hit five times, one of which The second example consists of a 3500-Ib TNT charge
gives a failure probability of 1. In direct mode, only one placed outside the turbine and transformer buildings,
ray hits the pump, and at that location, the distance ishown in Figs. 7a and 7b. Since the blast wave will af-
such that the failure probability is 0.93. In the continu-fect components farther away than a small blast, more
ous air region mode, the distance used in the calculatiorays are used in the uniform ray-tracing technique. As
is a bit longer because it is the distance to the centroidnore rays are added, more components are hit by the
giving a failure probability of 0.23. rays and recorded as damaged. With more rays, some
With this small blast in the containment, no walls componentgsuch as the condensate pum@e struck
were determined to be broken by any of the methoddyy rays at points closer to the blast, increasing their fail-
Because only the components in a single air region werere probabilities. Results of all three methods of calcu-
ever exposed to the blast, the results for the continuodation are shown in Table XI.
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TABLE X

Comparisons of Component Failure Probabilities for Three Different Blast Propagation Algorithms
for a 100-Ib TNT Charge in the Containment Building*

Uniform Ray Trace Direct Continuous Air Regions
Rays Vertical 2 2 2 2 2 2 2
Plane 6 12 48 24 6 12 48
Oblique 0 32 682 167 0 32 682
Component| P Pressurizer 1.00 1.00 1.00 1.00 1.00 1.00
\% Reactor vessel 1.00 1.00 1.0( 1.0p 1.00 1.0p 1.J0
AlA Accumulator 1a
RCSP1A Primary coolant pump 1ja 1.00 0.93 0.28 0.23 0.23
SG1A Steam generator la
Al1B Accumulator 1b 1.00 1.00 1.00 1.00 1.00 1.0(
RCSP1B Primary coolant pump b 1.00 1.0p 1.00 1.p0 1.00 1.00 1)00
SG1B Steam generator 1b 1.00 1.00 1.00 1.p0 1.00 1.0 1)00
Outcome Core damage 1.0( 1.00 1.0 1.00 1.90 1.00 1.p0
Facility kill 1.00 1.00 1.00 1.00 1.00 1.00 1.00

*Calculation times were only a few seconds.

The direct ray-tracing mode produces results similaample by the lack of component failure for the generator
to that of the uniform ray tracer with many rays. Differ- and exciter. Both of these components are mostly above
ences in component failure rates occur because the di-floor with a small portion below the floor. In the uni-
rect method uses only one ray, directed at the centroid dbrm ray-tracing cases, the portion below the floor is
the bounding box of the component, which probably doestruck and the components are recorded as killed. In the
not strike the closest point on the component’s surfacedirect ray-tracing mode, rays going to the component’s
One downside to the direct method is shown in the exeentroid must pass through the concrete floor, which is
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Fig. 7a. Location of the 3500-Ib TNT charge outside the turbine and transformer buildings.
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not broken by the charge at this distance. Therefore, the
generator and exciter are not recorded as killed.

The continuous air region mode breaks a few more
components in this example than the ray-tracing modes—
the main transformers are the best example. For the ray-
tracing methods, the rays striking the main transformers
must pass through two walls, the second of which is not
broken by the blast due to its distance from the blast. In
the air region mode, the exterior wall of the transformer
building is broken very close to the blast, exposing ev-
erything contained in the building to the blast. The at-
mospheric dump valves and moisture separators are
similarly behind floors that are not broken in the ray-

Fig. 7b. The transformer building components, 15 ft abovelrace model but are broken close to the blast in the air
the plane where the blast took place.

region model.

TABLE XI

Comparisons of Component Failure Probabilities for Three Different Blast Propagation Algorithms
for a 3500-Ib TNT Charge Outside the Turbine and Transformer Buildings

Continuous
Air
Uniform Ray Trace Direct| Regions
Rays Vertical 2 2 2 2 2
Plane 24 48 96 24 24
Oblique 158 682 2836 167 158
Component| 41603 4160V bus 3 0.997
41604 4160V bus 4 0.997 0.106
AH1B Atmospheric dump valve header 1p 0.115
AV1B1 Atmospheric dump valve 1b1l 0.180
AV1B2 Atmospheric dump valve 1b2 0.114
AV1B3 Atmospheric dump valve 1b3 0.052
COND Condenser 1.000; 1.00( 1.00p 1.000 1.000
CONDP1A  Condensate pump la 0.01 0.01 0.3p2 0.064 1.00D
CONDP1B  Condensate pump 1lb 0.551 0.861 0.355 1.000
EXCIT Exciter 0.602 1.000 1.000 1.000
GEN Generator 0.602 1.00d 1.000 1.000
HPT High pressure turbine 0.038
LPT1 Low pressure turbine 1 1.00( 1.00p 0.608
LPT2 Low pressure turbine 2 1.00( 1.00p 1.000
MAT Main auxiliary transformer 1.000 1.000 1.00 1.000 1.000
MSR1A Moisture separator and reheater la 1.000
MSR1B Moisture separator and reheater 1b 1.000
MSR2A Moisture separator and reheater 2a 0.6p2 0.937 1 0.973 1.000
MSR2B Moisture separator and reheater 2b 1.000
MT1A Main transformer la 0.002 0.097 0.676 0.0491 1.000
MT1B Main transformer 1b 1.000
MT1C Main transformer 1c 1.000
RAT Reserve auxiliary transformer 0.898 1.000 1.000 0.975 1.00
SPTRN Spare transformer 1.000 1.000 1.000 1.900 1.000
TAT Tertiary auxiliary transformer 1.000 1.00( 1.00p 1.000
TEXH1 Turbine exhaust line 1 0.602 0.602 0.841 0.288 1.000
TEXH2 Turbine exhaust line 2 0.997 0.95p 1.000
Outcome Core damage 0.046 0.045 0.045 0.044 0.045
Facility Kill 0.602 1.000 1.000 1.000 1.000
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I11.B. Geometry Fidelity IV. CONCLUSIONS

Geometric fidelity of the model determines the res-  Traditional eventfault-tree analysis techniques do
olution of the final vulnerability analysis results. Insteadnot work well when input failure probabilities are high
of modeling the various critical components, one couldand the system is unreliable. Improvements to the cut-set
simply model each building as a single basic event. Thisnethodology would be difficult because of the large num-
would simplify the fault trees a great deal, but it imposeser of terms involved.
the assumption that if any portion of the building were  For systems where the number of common events in
damaged, every safety system in that building is failedeach event-tree sequence is small, reliable, or unreliable,

An example is shown in Figs. 8 and 9. Consider aa variation of the brute force technique can be used to
generic two-loop PWR in the first case with all of its find the exact answer. This paper has shown several im-
critical components removed and fault trees that havprovements to the brute force technique, but some prob-
been reformulated to have only one basic event per buildems can still be too large to obtain solutions in reasonable
ing. The second case is a fully detailed model with allperiods of time.
safety systems modeled as functions of the critical com- Monte Carlo methods are well suited to analyzing
ponents. To compare the two cases, a 3500-Ib TNT chargenreliable systems. Calculations can be made to any level
was placed 10 ft above the ground level at many locaef uncertainty desired. Like the brute force techniques,
tions around the buildings, simulating a truck bomb. Theby focusing on the common events, a solution with lower
figures show those areas that lead to core damage andrariance can be calculated.
potential radiological release from an attack of thistype.  Correlation-based algorithms using scaled param-

Contrast Fig. 8, the building-level model, with the eters allow a fast-running code to represent blast effects
results shown in Fig. 9 for a detailed model. The areasvithout resorting to hydrocode solutions.
that lead to core damage are much smaller in the de- The different blast modeling approaches used can
tailed model, showing that the building-level model wasalso affect the end results. Modeling only the buildings
considerably overpredicting the vulnerability. This situ-without any critical components will give only a rough
ation arises because actual vehicle bombs of realisticlea of the true facility vulnerability, which may not be
size almost never Kkill all the critical components within particularly useful in designing countermeasures. Includ-
a building, as is implicitly assumed in the building- ing geometric detail in the target facility model is re-
level analysis. quired to obtain meaningful vulnerability analysis results.

Probability of

Core Damage
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turbine building »

auiliary 0,00 - 0,20

building

transformers Scale:
I_ 100.0 Feet

Fig. 8. The core damage probabilities resulting from a truck bomb using building-level models. This indicates that an
explosion next to any building other than the transformer building will lead to core damage.
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Fig. 9. The core damage probabilities resulting from a truck bomb using detailed critical components inside each building.
This indicates that explosions next to the containment, next to the control room, and near critical equipment in the auxiliary
building will lead to core damage.
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